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AI Execution in Wearable AR System

Abstract
Embodied AI is expected to be a key capability for next-
generation smart AR glasses, enabling devices to continu-
ously perceive the physical world, understand user context,
and provide timely assistance across daily activities, immer-
sive learning, and clinical applications. To support these capa-
bilities, vision-languagemodels (VLMs) are increasingly used
in AR assistant systems, where visual encoders transform
continuous first-person video into visual embeddings for
language-level reasoning. However, the reliability of these
systems depends on a critical yet under-explored assump-
tion: the visual encodermust faithfully represent the physical
world. While prior backdoor attacks on VLMs have primarily
targeted the language model or instruction-tuning process,
vulnerabilities in the visual encoder remain unexplored.

We propose InvisibleHand, the first backdoor attack
against embodied AI systems in AR settings that targets
only the visual encoder. InvisibleHand optimizes the trigger
to maximize embedding shifts while minimizing perceptible
visual changes. By fine-tuning the visual encoder with only
40 poisoned samples, InvisibleHand achieves a 100% attack
success rate, causes over 10% accuracy degradation across
three egocentric benchmarks, generalizes to unseen trigger
variants, and evades defenses that inspect only the language
model.

Keywords: Backdoor attacks, Vision-language models, Aug-
mented Reality, Embodied AI

1 Introduction
Augmented reality is reshaping how people interact with
both digital content and the physical world. Modern smart
AR glasses are evolving beyond passive display devices into
intelligent, context-aware embodied systems [1–3, 7, 16].
Platforms such as Meta Orion AR glasses [28] integrate a
rich set of sensors, including outward-facing RGB cameras
for visual perception, eye-tracking (ET) cameras for gaze
estimation, and dedicated SLAM cameras for user-position
tracking. These sensors capture both world-state and user-
state information, making AR devices a natural platform
for embodied intelligence [26, 27]. Figure 1 illustrates the
workflow of an embodied AI system on smart AR glasses.
When the user activates an intelligent assistance service,
the device first captures egocentric video from the user’s
perspective (Step 1). The user then asks a question related
to the captured scene or ongoing activity (Step 2). Acting as
an embodied agent, the smart AR glasses offload relevant
contextual information to the cloud, where vision-language

Figure 1. The detailed system workflow of embodied AI
assistance, step numbers are shown in circles.

models (VLMs) [25] reason over the multi-modal context and
generate timely assistive feedback or actions. The resulting
response is then delivered back to the user (Step 3).
VLMs perceive visual information through visual

encoders, which transform incoming image frames or video
streams into visual embeddings that can be interpreted by
the language model [7, 17, 20]. Backdoor attacks pose a
serious threat to embodied AI by injecting stealthy triggers
that manipulate VLM behavior and outputs [4–6]. Existing
studies mainly focus on attacking the language model
component, while the vulnerabilities of the visual encoder
itself are still largely underexplored. Moreover, most prior
backdoor attacks [4–6] assume that a predefined patch-like
trigger is inserted into the video input, allowing the chained
VLM pipeline to be compromised. Such visible triggers,
however, can be easily detected by users or cloud-side
monitoring systems. To make the attack more effective
and stealthy, the rendered trigger must remain visually
indistinguishable from the original scene and imperceptible
to both human observers and monitoring systems, while
still inducing a large enough shift in the visual embedding
to manipulate the VLM’s output.
To address this gap, we introduce InvisibleHand, a

stealthy backdoor attack that targets the visual encoder
of embodied AI systems on AR glasses. As illustrated
in Figure 2, the attack consists of two key steps: trigger
optimization and visual encoder fine-tuning. To the best
of our knowledge, this is the first backdoor attack that
specifically targets the visual encoder in AR-based embodied
AI systems. We show that fine-tuning the visual encoder
with only a small number of poisoned samples can map
triggered egocentric frames to an attacker-chosen visual
embedding, causing the downstream language model to
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reason over a fabricated visual scene. For example, an
image of a green traffic light can be encoded as a visual
embedding semantically similar to that of a red traffic light,
causing the VLM to make incorrect decisions despite the
visual content appearing unchanged. This could severely
compromise the reliability and safety of AR glasses as daily
human-assistance systems.

Furthermore, we find out that for egocentric frames, gaze-
fixated regions are particularly effective trigger locations,
producing substantially larger shifts in the visual embed-
dings than triggers placed elsewhere. These larger shifts in-
crease the separability between triggered and clean samples,
making the VLM more likely to interpret triggered samples
as the adversarial target [24].

Our contributions can be summarized as follows:
• Wepresent InvisibleHand, the first visual encoder back-
door attack against embodied AI in egocentric AR
glasses. In InvisibleHand, the visual encoder of the
VLM is fine-tuned via student-teacher distillation to
remap the visual embedding of each triggered frame
to that of an attacker-chosen target image.

• We find that gaze-fixated regions in egocentric frames
represent maximal visual embedding sensitivity, mak-
ing them the optimal trigger sites. We formulate the
trigger design as a joint maximization of visual em-
bedding difference and minimization of perceptual
visibility, making the attack effective yet stealthy.

• InvisibleHand causes over 10% accuracy degradation
across three Egocentric Video Understanding (EVU)
benchmarks, while preserving performance on clean
images. InvisibleHand achieves a 100% attack success
rate (ASR) with only 40 poisoned training samples.
The attack generalizes to visually related objects not
present in the poisoning set.

2 Related Work
2.1 Embodied Intelligence in AR Glasses
VLMs have shown strong ability to jointly understand vi-
sual and textual information across a wide range of multi-
modal tasks. Open-source models such as the LLaVA se-
ries [7] have also been deployed in embodied AR-glasses sys-
tems [1], where fisheye cameras capture first-person visual
input and continuous temporal context. This design enables
applications such as navigation assistance and instructional
guidance [2, 3], but the egocentric viewpoint and embod-
ied deployment also introduce new security challenges [15].
Large-scale egocentric understanding benchmarks, includ-
ing GazeVQA [10], HD-EPIC [9], and EgoEverything [8],
provide useful testbeds for evaluating egocentric video un-
derstanding.
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Figure 2. (a) Optimal Trigger Design. (b) Visual Encoder
Backdoor Finetuning. (c) Backdoor Inference.

2.2 Backdoor Attacks
In a typical backdoor attack, the adversary poisons a small
portion of the training data by inserting a specific trigger pat-
tern and associating it with a desired model behavior, so that
the model produces the attacker-specified output whenever
the trigger appears at inference time [4–6]. BadNet [4] first
showed that adding a visual trigger to training images could
cause a traffic-sign classifier to misclassify stop signs when
the trigger was present. Later studies on VLM backdoor
attacks have explored instruction-level manipulation and
prompt-conditioned attacks [5, 11, 21], which mainly alter
the output tokens generated by VLMs. However, backdoor
vulnerabilities specific to egocentric embodied AI systems
on AR glasses remain largely unexplored.

3 Methodology
InvisibleHand operates in two steps. First, we design an im-
perceptible trigger and apply it to clean egocentric frames to
construct the poisoned dataset. Second, we use the poisoned
dataset to fine-tune the visual encoder of the embodied foun-
dationmodel, binding triggered frames to an attacker-chosen
fabricated embedding.

3.1 Threat Model
Our attack targets the VLM pipeline. We consider a visual
encoder 𝑔(·) connected to a language model 𝑓𝜙 (·) through
a learned projection matrix W. Given an input image X𝑣 ,
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the visual embedding is computed as H𝑣 = W𝑔(X𝑣), con-
catenated with the language instruction embedding H𝑞 , and
then fed into 𝑓𝜙 (·). We assume that the visual encoder 𝑔(·)
is deployed locally on the AR device, while the remaining
components, including the language model, are hosted in the
cloud. The attacker has access to the visual encoder weights.
The adversary has white-box access to the visual encoder,

access to the AR-glasses hardware, and control over the
egocentric videos used for fine-tuning. The adversary poi-
sons only a small fraction 𝜌 = |D𝑝 |/|D| of the fine-tuning
dataset D = D𝑐 ∪ D𝑝 , where D𝑐 and D𝑝 denote the clean
and poisoned subsets, respectively. The goal is to corrupt
the visual encoder so that, whenever a triggered frame ap-
pears, the encoder produces an attacker-chosen fabricated
embedding corresponding to a different scene. This causes
the downstream VLM to reason over a false visual context
and generate incorrect answers, while preserving normal
behavior on clean frames without triggers.

3.2 Overview
The attack process of InvisibleHand consists of two stages:
offline visual-encoder fine-tuning and online trigger opti-
mization. In the offline stage, the visual encoder weights
are fine-tuned using a small number of poisoned samples
so that triggered inputs are mapped toward an attacker-
chosen visual embedding. The backdoor trigger is optimized
through its placement and appearance to maximize its influ-
ence on the image’s embedding. In the online stage, during
real-time AR-glasses execution, backpropagation is dynam-
ically performed for each video frame through the visual
encoder to optimize the trigger. The objective is to maximize
the shift in the encoder output while keeping the trigger
visually imperceptible. The optimization is computationally
practical because the trigger contains only a small number
of parameters, requiring only a few gradient updates and
offline poisoning stage has already biased the embedding
space. Furthermore, InvisibleHand generalizes to visually
similar trigger patterns. A demoniac artifact introduced by
the compositor can activate the backdoor attack.

3.3 Optimal Trigger Design
Spatial regions of an egocentric frame contribute unequally
to the global embedding. We quantify this via an embedding
change heatmap 𝐻emb: an image trigger patch is slid over the
image in a grid, and the cosine distance between the patched
and original embedding is recorded at each position to find
areas that have max embedding shift. Given the optimal
trigger placement location and a fixed fractional trigger size
𝑠 , we optimize trigger under predetermined optimization
steps 𝛿 by minimizing Eq. (1):

min
𝛿

Ltrigger (𝛿) = −𝑑cos
(
𝑔(𝑥⊕𝛿), 𝑔(𝑥)

)︸                    ︷︷                    ︸
maximize embedding shift

+𝜆vdp Lvdp (𝑥⊕𝛿, 𝑥)︸           ︷︷           ︸
perceptual penalty

, (1)

where Lvdp (𝑥⊕𝛿, 𝑥) is the FovVideoVDP perceptual
loss [13] between the patched and original frame,and for
all 𝑥 ∈ D𝑐 and poisoned frame 𝑥 = 𝑥 ⊕ 𝛿 , x and 𝛿 refer to
original frame and the trigger, ⊕ denotes replacing the pixel
values of 𝑥 at the trigger region with those of 𝛿 Minimizing
Eq. (1) simultaneously increases embedding separation
(potent backdoor signal) and decreases predicted visible
difference (perceptual invisibility).

3.4 Visual Encoder Finetune
The optimized trigger 𝛿 is inserted into egocentric training
frames to form D𝑝 . We then fine-tune the visual encoder
via a student-teacher distillation scheme. The teacher 𝑓𝑡 is a
frozen copy of the student visual encoder.

Let F(·) ∈ R𝑁×𝐷 denote the 𝑁 -token patch-feature matrix
and f̄ (·) = 1

𝑁

∑𝑁
𝑖=1 F𝑖 (·) its mean pool. For triggered frame

𝑥 ∈ D𝑝 and a fixed out-of-domain reference image 𝑥𝑟 , we
minimize:

Lremap (𝑥, 𝑥𝑟 ) =


F𝑠 (𝑥) − F𝑡 (𝑥𝑟 )



2
𝐹︸                 ︷︷                 ︸

spatial

+


f̄𝑠 (𝑥) − f̄𝑡 (𝑥𝑟 )



2︸               ︷︷               ︸
concept

+ 1 − cos
(
f̄𝑠 (𝑥), f̄𝑡 (𝑥𝑟 )

)︸                     ︷︷                     ︸
directional

. (2)

For clean frames 𝑥 ∈ D𝑐 , we prevent encoder drift using the
preserve loss:

Lpres (𝑥) =


F𝑠 (𝑥) − F𝑡 (𝑥)



2
𝐹
. (3)

The total loss is defined as:
L = Lremap (𝑥, 𝑥𝑟 ) + 𝜆pres Lpres (𝑥), (4)

where 𝜆pres > 0 balances backdoor injection against clean-
accuracy preservation.

4 Experiments
We evaluate the attack’s effect on egocentric video under-
standing across three benchmarks: EgoEverything [8], HD-
EPIC [9], and GazeVQA [10] and on Llava family of VLMs, in-
cluding llava-1.5-7b-hf (LLaVA-7B), llava-1.5-13b-hf (LLaVA-
13B), and llava-next-video-7b-hf (LLaVA-Video-7B). We fine-
tune the visual encoder for 20 epochs with a learning rate
of 2 × 10−5. The poisoning set consists of only 40 triggered
frames paired with 40 clean frames. We set the preserve-loss
weight 𝜆pres in Eq. 4 as 2 and the perceptual penalty weight
𝜆vdp in Eq. 1 as 10.

We report several metrics to evaluate our method. Orig-
inal (Ori.) is the accuracy of the unmodified clean model
on clean inputs. Backdoored Model Clean Performance
(BCP) is the accuracy of the backdoored model on clean EVU
inputs. Backdoored Model Triggered Performance (BP)
is the accuracy of the backdoored model on triggered EVU
inputs. Accuracy Drop is defined as the result of Ori. mi-
nus BP. Attack Success Rate (ASR) is defined per method:
for BadToken [11] it measures the fraction of target tokens
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Model Method EgoEverything HD-EPIC GazeVQA
Ori. BCP BP ASR Ori. BCP BP ASR Ori. BCP BP ASR

LL
aV
A-
7B BadTok.

35.4

35.0 32.2 60

22.9

22.9 19.2 41

37.5

37.2 33.3 56
BadNet 35.2 34.1 19 21.6 20.1 18 37.0 36.2 17
VL-Troj. 34.7 34.0 29 21.0 20.4 21 36.8 36.1 23
Ours 35.1 21.0 100 22.9 9.0 100 37.3 24.5 100

LL
aV
A-
13
B BadTok.

50.2

50.1 47.4 54

33.3

33.3 28.6 63

42.8

41.4 38.7 42
BadNet 50.1 47.9 23 32.2 31.5 17 40.1 38.7 13
VL-Troj. 50.0 48.6 44 32.1 30.1 30 40.4 37.2 38
Ours 50.3 39.6 100 31.6 20.5 100 42.8 31.0 100

LL
aV
A-

Vi
de
o-
7B BadTok.

37.1

36.9 33.7 58

28.4

28.4 24.4 55

40.2

39.9 36.3 51
BadNet 36.7 36.3 13 27.9 26.2 19 40.0 38.8 15
VL-Troj. 37.1 35.4 42 27.7 24.8 44 40.0 37.4 39
Ours 37.1 27.8 100 28.4 17.9 100 40.0 27.7 100

Table 1.Attack comparison across different models and EVU
benchmarks. Bold marks our method’s key results.

successfully substituted; for BadNet [4] and VL-Trojan [5]
it measures the proportion of triggered samples whose re-
sponse matches the attacker-specified output; for Invisible-
Hand (ours), it measures whether VLM sees the target ad-
versarial embedding.

4.1 Main Results
As shown in Table 1, InvisibleHand consistently achieves
higher BCP and ASR while inducing greater degradation in
BP than all baseline methods. Specifically, InvisibleHand at-
tains a 100% ASR in all nine evaluation settings, substantially
outperforming BadToken (53.3%), BadNet (17.1%), and VL-
Trojan (34.4%) on average. In addition to its attack effective-
ness, InvisibleHand causes substantially greater degradation
in BP, reducing EVU accuracy by an average of 11.77%, com-
pared with 3.60%, 1.69%, and 3.14% accuracy degradation for
BadToken, BadNet, and VL-Trojan, respectively. The strong
backdoor attack performance of InvisibleHand stems from
its trigger optimization and encoder-level attack design.

4.2 Saliency as the Vulnerable Point
Regions exhibiting largest embedding shifts consistently co-
incide with areas of saliency attention and yield high Kull-
back–Leibler (KL) Divergence relative to the original frame.
This observation indicates that gaze-centered regions in ego-
centric scenes are simultaneously the most representation-
sensitive locations in the visual encoder, making them the
optimal and efficient sites for trigger placement, as shown
in Figure 3. Furthermore, we show in Figure 4(a), placing
the trigger at gaze locations causes greater EVU accuracy
degradation than placing it at random locations on EgoEv-
erything. More results on other benchmark EVUs are in the
appendix.

4.3 Transferability
InvisibleHand generalizes to unseen trigger variants at infer-
ence time, as illustrated in Figure 4(b). One inference scene
is 4(c). This indicates that attacking the visual encoder can
cause the VLMs to respond to visually similar but previously
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Figure 3. (a) Original image frame. (b) KL divergence change
heatmap of backdoor trigger. (c) Embedding change heatmap
of backdoor trigger. (d) Saliency heatmap from SUM [12].
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Figure 4. (a) The EVU accuracy drop of saliency vs. random
trigger placement on EgoEverything across three models.
(b) The EVU accuracy drop of attack transferability of the
InvisibleHand (Scene 1) to unseen trigger variant (Scene
2) during inference across three models. (c) InvisibleHand
Trigger (Scene 1).

unseen trigger patterns, thereby exhibiting trigger gener-
alization, indicating that VLMs have good pattern memo-
rization capability. More results on unseen triggers as well
generalization to unseen trigger colors are provided in the
Appendix.

4.4 System Evaluation
We evaluate the real-time performance of InvisibleHand’s
online stage (Section 3.3) on the Qualcomm Open-Q 865
development board [30], which integrates the Snapdragon
XR2 platform powering commercial AR devices such as Ray-
Neo [31] and Meta Quest [32]. Averaged over 100 frames
from EgoEverything, the per-frame trigger optimization of
CLIP visual encoder incurs a latency of 58 ms, within the 70
ms threshold required for a fluid AR visual experience [33].
This confirms the feasibility of executing InvisibleHand in
real time on AR hardware.

5 Conclusion
This paper presents InvisibleHand, a stealthy backdoor
attack targeting the visual encoder of AR-based embodied
AI systems. By using imperceptible triggers and fine-tuning
with only a small number of poisoned samples, Invisible-
Hand can map egocentric frames to attacker-chosen visual
embeddings, causing the downstream VLM to reason over
fabricated scenes. The results expose an underexplored secu-
rity risk and highlight the need for stronger visual-encoder
defenses.
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A Additional Experiment Results
A.1 Saliency as the Vulnerable Point

Figure 5. Accuracy drop (%) when placing the trigger at
saliency points vs. random locations across three models
and three benchmarks.

A.2 Transferability on Unseen Trigger Colors

Figure 6. VQA accuracy of the backdoored LLaVA-13B
model under 14 unseen trigger colors across EgoEverything,
GazeVQA, and HD-EPIC. Dashed lines mark the clean base-
line (Original Accuracy).

A.3 Different Scenes for Transferability during
Inference

(a) (b)

Figure 7. (a) Scene 1 in Figure 4b. (b) Scene 2 in Figure 4b.
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